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A method of storing electronic 
data in a system having a mobile ter- 
minal (8) and a remote system (1), 
the mobile terminal (8) and the re- 
mote system (I) interacting with each 
other to- exchange electronic data. In 
order to prevent data loss at the mo- 
bile terminal (8), data storage ca- 
pacity and storage requirements are 
monitored at the mobile terminal (8). 
If a risk exists that the data storage 
capacity of the mobile terminal (8) 
is likely to be exceeded, electronic 
data from the mobile terminal (8) is 
uploaded to the remote system (1), 
and stored there. The previously up- 
loaded data is subsequently down- 
loaded from the remote system ( 1 ) to 
the mobile terminal (8) in the event 
that that data is required by the mo- 
bile terminal (8) or a determination is 
made that the risk of exceeding the 
data storage capacity of the mobile 
terminal (8) no longer exists. 
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Memory Requirements for Mobile Terminals 

Field of the Invention 

The present invention relates to memory requirements for mobile hosts and in 
particular, though not necessarily, to the memory requirements of mobile 
telephones and smart phones. 

Background to the Invention 

The recent growth in the use of mobile telephones has resulted in a large number of 
proposals being made as to how the role of such telephones can be extended beyond 
that of merely making and receiving telephone calls. Indeed, a number of these 
proposals have already been implemented - the ability to send and receive text 
messages and faxes and to browse the WWW are but two examples. 

Definite steps are also being made in the use of mobile electronic terminals (with a 
particular emphasis on mobile telephones) to allow users to interactively control 
local systems such as parking meters and vending machines. For example, a 
number of major companies are currently involved in the development of a 
standardised interface for this application, under a project termed "Bluetooth". 

What most of these proposals have in common is the requirement for the transfer of 
relatively large amounts of electronic data between the mobile terminals and the 
interacting systems (be that a local system or a telephone network). Much of this 
data must be stored at the mobile terminal even if only as a temporary measure. In 
addition, advanced applications running at a mobile terminal will themselves 
generate a large amount of data which must be stored at the mobile terminal. This 
need to store data at a mobile terminal will inevitably place considerable demands 
on the memory available at the mobile terminal which is always going to be limited 
due to both size and cost constraints. 

In the event that data requiring storage at a mobile terminal exceeds the available 
memory space, one or more applications running at the terminal are likely to crash, 
or at least the running of the application(s) will be suspended. In a worst case 
scenario, valuable data may be lost. This is particularly serious where an electronic 
commerce application is running at the mobile terminal and where financial 
transaction data may be lost. 
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Summary of the Present Invention 

It is an object of the present invention to overcome or at least mitigate the 
5 disadvantage noted above. In particular, it is an object of the present invention to 
prevent or reduce the risk of memory overload at a mobile terminal when the 
terminal is interacting electronically with other equipment or systems. 

These and other objects are achieved, at least in part, by enabling a mobile terminal 
10 to upload electronic data to the equipment or system with which it is interacting in 
the event that a risk of memory overload is recognised. The uploaded data can then 
be retrieved by the mobile terminal when this risk is reduced or eliminated. 

According to a first aspect of the present invention there is provided a method of 
15 storing electronic data in a system having a mobile terminal and a remote system, 

the mobile terminal and the remote system interacting with each other to exchange 

electronic data, the method comprising: 

determining at the mobile terminal when the data storage capacity of the 

mobile terminal is likely to be exceeded; 
20 uploading electronic data from the mobile terminal to the remote system in 

the event that such a determination is made, and storing the uploaded data at the 

remote system; and 

subsequently downloading the previously uploaded data from the remote 

system to the mobile terminal in the event that that data is required by the mobile 
25 terminal or a determination is made that the risk of exceeding thfe data storage 

capacity of the mobile terminal no longer exists. 

Embodiments of the present invention assist in preventing the overloading of 
memory at a mobile station and therefore reduce the risk of applications crashing 
30 and/or data being lost at the mobile terminal. 

Preferably, said exchange of data between the mobile terminal and remote system is 
carried out at least in part via a wireless interface. Most preferably, the wireless 
interface is a radio interface although other interfaces, such as infra-red or 
35 ultrasonic, may be used. 

In certain embodiments of the invention, said remote system is a local system, for 
example a parking meter or a vending or sales machine, and the local system 
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interacts with the mobile terminal over a relatively short range. In other 
embodiments however, the remote system may be a radio network or a system 
coupled to the radio network. 

5 Preferably, the mobile terminal is or comprises a mobile telephone arranged to 
communicate with a mobile telephone network. Said exchange of electronic data, 
including said uploading and downloading of data, may occur via a link between 
the terminal and the network or may occur via a second distinct wireless interface. 

10 The electronic data uploaded from the mobile terminal to the remote system may 
include application software (i.e. executable code), state information, and user data. 
Preferably, the uploaded data is converted into a serial format for transmission to 
the remote system. 

15 According to a second aspect of the present invention there is provided apparatus 
for storing electronic data in a system having a mobile terminal and a remote 
system, the mobile terminal and the remote system interacting with each other to 
exchange electronic data, the apparatus comprising: 

processing means at the mobile terminal for determining when the data 
20 storage capacity of the mobile terminal is likely to be exceeded; 

first data transfer means for uploading electronic data from the mobile 
terminal to the remote system in the event that such a determination is made; 

memory means at the remote system for storing the uploaded data at the 
remote system; and 

25 second data transfer means for subsequently downloading the previously 

uploaded data from the remote system to the mobile terminal in the event that that 
data is required by the mobile terminal or a determination is made that the risk of 
exceeding the data storage capacity of the mobile terminal no longer exists. 

30 According to a third aspect of the present invention there is provided a mobile 
terminal arranged in use to interact with a remote system by way of the exchange of 
electronic data, the terminal comprising: 

, processing means for determining when the data storage capacity of the 
terminal is likely to be exceeded; 
35 data transmission means for uploading electronic data from the mobile 

terminal to the remote system in the event that such a determination is made; and 

data reception means for subsequently downloading the previously uploaded 
data from the remote system to the mobile terminal in the event that that data is 
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required by the mobile terminal or a determination is made that the risk of 
exceeding the data storage capacity of the mobile terminal no longer exists. 

Brief Description of the Drawings 

5 

For a better understanding of the present invention and in order to show how the 
same may be carried into effect reference will now be made, by way of example, to 
the accompanying drawings, in which: 

Figure 1 shows schematically a system in which a mobile telephone is used 
10 to remotely control a local system; and 

Figure 2 is a flow diagram illustrating the method of operation of the system 
of Figure 1. 

Detailed Description of Certain Embodiments 

15 

There is illustrated in Figure 1 a vending machine 1 forming part of a system in 
which the present invention may be employed. Articles which may be purchased 
from the vending machine include the likes of soft drinks, chocolate bars, etc. The 
vending machine has a control unit 2 which comprises a central processing unit 3 as 
20 well as a memory device 4 which stores inter alia control instructions for the 
central processing unit 3 as well as other data. The control unit 2 is electrically 
connected to the mechanical selection and outlet mechanism of the vending 
machine 1 such that the control unit can cause specific items to be dispensed to a 
consumer via an outlet tray 5 of the vending machine. 

25 

The control unit 2 also comprises a radio frequency transceiver 6 which is coupled 
on the one side to the central processing unit 3 via appropriate interface circuitry 
(not shown in the Figure) and on the other side to a transmitting and receiving 
antenna 7. The transceiver 6, antenna 7, and central processing unit 3 are arranged 
30 to communicate with mobile terminals such as mobile telephones via a standardised 
local radio air interface protocol RI1. The range over which such communications 
may be carried out is relatively small, e.g. of the order of 10 metres. 

Figure 1 illustrates a mobile telephone 8 which may be thought of as a "smart 
35 phone". The telephone 8 comprises a display 9 and a keyboard 10, as well as a 
central processing unit (or digital signal processor) 11. An antenna 12 and 
transceiver 13 of the telephone 8 enable the telephone to communicate in the 
normal way (over radio interface RI2) with a cellular telephone network 14 via a 
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base station 1 5 of the network, e.g. using the GSM protocol The central processing 
unit I 1 is additionally able to communicate with the control unit 2 of the vending 
machine 1 using the previously mentioned standardised local air interface RJ1. The 
same antenna 12 and transceiver 13 may be used for such local communications 
5 although another antenna and transceiver may be required. As the telephone 8 is 
able to communicate using two different protocols, it may be considered a "dual- 
mode" telephone. 

In use, the control unit 2 is arranged to broadcast at regular intervals a Terminal 
0 Alert message over its 10 metres broadcast range. Mobile terminals such as the 
telephone 8 are programmed to listen for such Terminal Alert messages and, upon 
receipt, to alert the telephone user that the telephone is within the coverage range of 
a local system to which the user has access. The Terminal Alert message will 
typically contain additional information describing the service which the 
5 broadcasting system offers. This may be displayed as text or an icon on the display 
9 of the telephone 8. A message is also displayed, asking the user to accept or 
reject the transmitted offer. 

In the event that the user accepts the offer by pressing an appropriate key on the 
0 telephone's keyboard 10, an Accept message is returned from the telephone 8 to the 
vending machine's control unit 2 over the local connection RI 1 . Upon receipt of 
the Accept message, the central processing unit 3 of the control unit 2 transmits an 
Authentication message to the mobile telephone 8 over the local radio interface RJ1. 
The message is recognised by the central processing unit 1 1 of the telephone 8 as 
5 being a message intended for the mobile network 14. The telephone 8 initiates a 
telephone call to the network 14 and transmits the Authentication message over 
interface RI2. The message is then conveyed to a charging and authentication 
database 16 within the network 14. This process of relaying the message from the 
vending machine to the telephone network may involve the vending machine 
0 effectively taking control of the mobile telephone. 

The database 16 contains a record of mobile telephones which are entitled to use the 
services of the vending machine 1. Assuming that the mobile telephone is so 
entitled, a Confirm Authentication message is returned from the network 14 to the 
5 mobile telephone 8. The message is recognised by the central processing unit 1 1 as 
destined for the vending machine 1 and is relayed to the vending machine over the 
interface RI1. It will be appreciated that the authentication process (and charging 
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process to be described below) involves a secure protocol such that the user of the 
mobile telephone 8 is not able to interfere in the process. 

When the identity of the telephone 8 has been authenticated by the vending machine 
5 1 , the vending machine transmits to the telephone a notification that preparations 
are being made to download a set of interface software instructions to the telephone 
8 over the local wireless connection RI1. This notification includes an 
identification of the amount of data to be downloaded, e.g. 50KB. Upon receipt of 
the notification, the telephone 8 interrogates its memory 17 to determine whether 
10 enough spare capacity exists in the memory 17 to store the instructions about to be 
downloaded. If the answer is yes, then a "proceed' 1 message is returned by the 
telephone 8 to the vending machine 1 and the downloading process proceeds. 

If however the answer is no, then space must be created in the telephone's memory 
15 17 for the instructions. This is done by identifying data currently held in the 
memory 17 which is not required for the current operation of the telephone 8. For 
example, this data may relate to the standard telephone interface. The identified 
data is serialised by the telephone's central processing unit 1 1 and is transmitted to 
the vending machine 1 over the interface RI1 together with a header part which 
20 identifies to the vending machine's control unit 2 that the transmitted data is to be 
stored temporarily in the control unit's memory 4. The data may be transmitted to 
the vending machine 1 in an encrypted form. Assuming that the data is correctly 
received and stored by the control unit 2, the memory space occupied by the 
transmitted data is erased, and the process of downloading the interface software 
25 instructions to the telephone 8 proceeds. 

Instructions are received by the transceiver 13 of the telephone, and are stored in the 
memory 17. On the basis of the instructions, the central processing unit 11 of the 
telephone configures the user interface of the telephone 8 according to the specific 

30 requirements of the vending machine 1 . For example, the downloaded instructions 
may result in a list of the goods available from the vending machine being available 
for display on the telephone's display 9. The user may then select an article to be 
purchased by using a scroll key, and by pressing an accept (or OK) key, whereupon 
the cost of the selected article is retrieved from the downloaded instruction set and 

35 displayed. The user may then conclude the transaction by again pressing the accept 
key. This final action results in a Purchase message being transmitted from the 
telephone 8 to the control unit 2 of the vending machine 1 . 



WO 00/45612 



7 



PCT/FI99/01053 



Upon receipt of the Purchase message, the central processing unit 3 of the control 
unit 2 instructs the vending machine to select and dispense the article identified in 
the Purchase message. The central processing unit 3 then transmits a Charging 
message to the mobile telephone 8 over interface RI1. As with the Authentication 

5 message, the Charging message is relayed by the telephone 8 to the mobile network 
14 over interface RI2. The message is relayed to the charging and authentication 
database 16 which debits the transaction cost from the telephone user's account and 
credits it to an account held by the operator of the vending machine 1. It will be 
appreciated that other charging schemes may be used. For example, the cellular 

0 network operator may act as an electronic bank for the subscriber, holding a deposit 
of electronic money. Electronic money is transferred to the vending machine 
operator (or his bank) upon completion of the transaction. 

At the end of this process, a 'Transaction Complete" message is sent from the 
5 vending machine 1 to the telephone 8. Upon receipt of this message, the central 
processing unit 11 of the telephone 8 erases the downloaded user interface 
instructions from its memory 17. In the event that data was previously uploaded 
from the telephone 8 to the vending machine prior to transfer of the user interface 
instructions to the telephone 8, the vending machine now commences the reverse 
0 procedure of downloading the serialised data to the telephone. At the telephone 8, 
the received data is re-stored (after decryption if required) in its original location in 
the telephone's memory 17, or in a suitable alternative location within that memory 
17. 

5 The method described above is further illustrated in the flow diagram of Figure 2. 

The above description has referred only generally to the type of data which may be 
uploaded from a mobile terminal to the vending machine in order to create 
temporary storage space in the terminal's memory. The person of skill in the art 
0 will readily appreciate that this data may take one of many forms. For example, the 
data may be software objects together with current state information. The data may 
be serialized for transmission between the mobile terminal and the vending 
machine. 

5 It will be appreciated by the person of skill in the art that other modifications may 
be made to the above described embodiment without departing from the scope of 
the present invention. For example, during a given transaction between the mobile 
terminal 8 and the vending machine L more than one set of data may be uploaded 
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to, and subsequently downloaded from, the vending machine 1. This may be 
necessary, for example, where it is not possible to predict exactly the storage 
requirements of the user interface and/or subsequently generated data such that the 
data storage requirements change during the transaction. 
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Claims 

1. A method of storing electronic data in a system having a mobile terminal 
and a remote system, the mobile terminal and the remote system interacting with 

5 each other to exchange electronic data, the method comprising: 

determining at the mobile terminal when the data storage capacity of the 

mobile terminal is likely to be exceeded; 

uploading electronic data from the mobile terminal to the remote system in 

the event that such a determination is made, and storing the uploaded data at the 
1 0 remote system; and 

subsequently downloading the previously uploaded data from the remote 

system to the mobile terminal in the event that that data is required by the mobile 

terminal or a determination is made that the risk of exceeding the data storage 

capacity of the mobile terminal no longer exists. 

15 

2. A method according to claim 1 and comprising carrying out said exchange 
of data between the mobile terminal and the remote system at least in part via a 
wireless interface. 

20 3. A method according to claim 2, wherein said wireless interface is a radio 
interface. 

4. A method according to any one of the preceding claims, wherein said 
remote system is a local system which interacts with the mobile terminal over a 

25 relatively short range. 

5. A method according to any one of claims 1 to 3, wherein the remote system 
is a radio network or a system coupled to the radio network. 

30 6. A method according to any one of the preceding claims, wherein the mobile 
terminal is or comprises a mobile telephone arranged to communicate with a mobile 
telephone network. 



35 



7. A method according to any one of the preceding claims, wherein the 
electronic data uploaded from the mobile terminal to the remote system includes 
application software, state information, or user data. 



WO 00/45612 



PCT/FI99/01053 



10 

8. A method according to any one of the preceding claims and comprising 
converting the uploaded data into a serial format for transmission to the remote 
system. 

5 9. Apparatus for storing electronic data in a system having a mobile terminal 
and a remote system, the mobile terminal and the remote system interacting with 
each other to exchange electronic data, the apparatus comprising: 

processing means at the mobile terminal for determining when the data 
storage capacity of the mobile terminal is likely to be exceeded; 
10 first data transfer means for uploading electronic data from the mobile 

terminal to the remote system in the event that such a determination is made; 

memory means at the remote system for storing the uploaded data at the 
remote system; and 

second data transfer means for subsequently downloading the previously 
15 uploaded data from the remote system to the mobile terminal in the event that that 
data is required by the mobile terminal or a determination is made that the risk of 
exceeding the data storage capacity of the mobile terminal no longer exists. 

10. A mobile terminal arranged in use to interact with a remote system by way 

20 of the exchange of electronic data, the terminal comprising: 

processing means for determining when the data storage capacity of the 
terminal is likely to be exceeded; 

data transmission means, for uploading electronic data from the mobile 
terminal to. the remote system in the event that such a determination is made; and 

25 data reception means for subsequently downloading the previously uploaded 

data from the remote system to the mobile terminal in the event that that data is 
required by the mobile terminal or a determination is made that the risk of 
exceeding the data storage capacity of the mobile terminal no longer exists. 

30 
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